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	Industry 4.0 readiness factor criteria for the supply chain
In the terms on Industry 4.0 many segments of working environment are demanded to be changed. The way to operate with supply chain has to be modified and completely automatized. The communication between various parts of it has to change rapidly in the future and data should be available to everyone in the chain. The highest level of software and hardware implementation demands high investments and adjusment of the human labour who are most likley to refuse to change. Before implemeting new ideas and investing in the very expensive and demanding projects, readiness factor should be calculated. This paper deals with defining the criteria to calculate readiness factor in the supply chain.
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1. INTRODUCTION
Implementing changes by Industry 4.0 can be hard work followed by very high investment for most of the companies. Great market moguls are slowly starting to achieve new, highly automatised environment which strenghtens their position on the market. As the competative force is a key motivation for continuous improvement, smaller and medium enterprises should follow the example of the big market leaders. Since their budgets are higher the transformation can be smoother and done in the shorter time. If SMEs don't follow their example, they might end up far behind or be destroyed completely [1]. 

Before transformation happens, readiness factor sould be calculated to get an overview of the current state in the company that will help to define the level of further change. So far the readiness level hasn't been defined completely and standard procedure hasn't been defined. There are several possible approaches, one of them is the maturity level calculation [2] and others are based on simple surveys to define in which stage of four industrial revolutions company currently is [3], [4], [5]. That is done by checking several criteria that are pretty general and don't give a detailed picture of the stage of readiness. 

That is why calculation of readiness factor by using decision support systems has been presented as one possible option. After problem structuring has been defined, further stage is to define criteria needed to make audit as accurate as possible.  
Supply Chain is vital part of product lifecyle and has to be modified in terms of Industry 4.0. Complete modernization of the system has various demands, but before changing entire concept of the current system, the current level of readiness has to be calculated. The importance of supply chain modernization lies within the need for real-time data to control and optimize the process. First and one of the most important need for automatized data collecting in databases is the use of predictive analysis with which future plans within the supply chain can be created [6]. The biggest advantage of use of Industry 4.0 concept within supply chain will be improvement of current ERP systems that are mostly used for resource planing and optimization [7]. Those will help the manufacturer to make optimized order in terms of amount and also help to the supplier to optimize the delivery deadlines to make just-in-time production possible. Further in the chain, all the logistics actions are to be automatized and performed without human labour. That includes commisioniring, inner transport within the storage and load-in for transport. Transport from manufacturer to customer still has to be done by human, but the data is being collected constantly within the process with the feedback that gains info about the flaws in process.

2. PROBLEM STRUCTURING
Multi-criteria decision support demands criteria tree definition [8]. To make decision as close to optimum as possible, some minor changes of the tradicional approach must be made. As a part of previous research first one is the definition of criteria tree type [9]. The criteria will be defined for two possible scenarios with implementation of the one with better results within analysis at the end of the final research and multiple decision support systems comparison. 

First scenario (Figure 1) requires unified criteria tree structuring.
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Figure 1. First scenario critera structure [9]
As shown in Figure 1, criteria are defined for the entire company by brainstorming process of collaboration between managers in company and audit experts. Goal is the level of readines and the examples of the criteria are level of automation, use of robots, software connection, hardware connection etc. that will be defined completely later. Those criteria are being evaluated pairwise ih methods like Analytic Hierarchy Process (AHP) [10]. Second possible scenario is shown in Figure 2.
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Figure 2. Second scenario critera structure [9]
Figure 2 shows that second scenario divides the criteria tree into company's departments. So the Manufacturing department is a main criteria with subcriteria like use of robots, level of automatization, IT security etc. Each department gets the grade for itself but also overall grade is being defined. This structure gives a better insight into flaws in certain places of the supply chain but also makes the what-if analytics easier.

2.1 Criteria definition
Criteria have been structured by the brainstorming process [11] of experts and are based by acknowelegments of the current scienific definitions of Industry 4.0 and its vital components. 

Hardware connection

Software connection/data distribution/information transport

Self-optimization

Simulation and prototyping

Quality control

Predictive analytics

Self-organization

Augmented work

Modularity/flexibility

Use of robots

Modern technologies and tools

Human influence level

Real time data availability

Decision support systems

Internet infrastructure

Human-robot interaction level

Green production

Sustainability level

Education and improvement of human labour

Advanced analytics

IT outsourcing level

Cloud stability and capacity for future development

Cyber security

Databases

CAPP

Web application

Automatized Customer service

Human multitasking level

Leadership styles

Human development tracking

Teamwork

Horizontal organizational structure

Decentralization

Performance feedback

Zero waste

Zero inventory level

Automatized/Autonomous inner transport

Product customization

Level of innovation

Smart products

The first criteria scenario are shown, where overall process is the entire supply chain is being evaluated. This means that an average grade of the supply chain is being given to the auditor and the importance of certain criteria influence is being defined as average in the whole company. This might not be the best solution since, in example, level of automatization is not as important in Human Resources department as it is in Manufacturing department. 

Brainstorming process done by several experts might not be the most accurate solution for criteria formation, that is why most of this criteria were defined by published scientific literature research about the Industry 4.0 concepts combined by practical experience within working environments in most of the manufacturing companies. 

First and one of the most important criteria to define level of readiness is definitelly the automatization level. Overall concept and goal of new, modern working environment is to achieve the highest possible level of automation that is done by interraction between human, hardware and software [12]. That is why one of the first criteria that has been defined is “Hardware connection”. Every machine and hardware part in general, by the definition of Industry 4.0 has to be connected so that data could be collected properly and to make interraction between machines could be possible. Every physical part in the supply chain should have sensors installed. Those sensors could make sure that data required can be measured. Apart from sensors, hardware for data distribution should be available so that it can be transmitted in other parts of the supply chain. 

The solution for this issue could be use of other statistical methods (apart from average) to get accurate results of quantification process. 

Hardware connection can be done by using wireless network which is then connected to another criteria - IT infrastructure. The connection is demanded to be stable and fast enough to ensure that data is being transported and available in the real-time [13]. This is not only important for hardware but also for the software connection. Various types of software are being used in various departments within the company. But the goal of each is the same - to create product by the customer demands in the as shortest time as possible with as lower costs as possible. Different software is based simply by the phases in this product's lifecycle. So the design  department will be using some CAD software while process planning department will be using CAM software. Later, scheduling software is using while planning the manufacturing and later the logistics software is used to track the prouduct during the transport or to track the inventory level in the stock. Also, finance and accounting software tracks the costs and revenue while specialised HR software can track human behaviour and achievements over the years of work for the company. Every part of the chain creates value and is important for the final product and profit-making. That is why this all, in terms of Industry 4.0, is to be connected with final results distributed within the supply chain. So far similar thing is being created with use of ERP systems, but in most of the companies it only allows to track the resources which will soon not be enough. In example, production planner can have information about one worker's productivity during the manufacturing process and this data can be transmitted to HR department to praise this achievement with award. This is how two, at first glance, disconnected departments, can make increase in worker's motivation and productivity by software connection. 

Manufacturing process itself has to be upgraded to certain level by use of robots, CAPP software and use of specialised simulation software and protyping with additive manufacturing [14]. Use of robots is the highest level of automatization so far, but the human role in the manufacturing process then comes in question. The important thing is, before implementing Industry 4.0 to prepare the workers for the change, not only of the physical environmnent, but also to make certain changes in their role in the chain. Manual worker's professions will be changed and obstacles can be overcome just by proper education, which is also another criteria. Continuous improvement is another key factor, so the human workers must accept the term of lifelong learing process and gain new knowledge every day so they could become innovative with ideas that are ahead of the competition [15]. With complete automatization manual workers will become process controllers and their influence level has to be put to minimum. The biggest influence of human in the new working environment can be in the level of innovation to create the difference apart from the others [16]. 

Process planners should be able to deal with demands of CAPP and create process plan automatically and easily, upon the order recieved. The databases enable them to explore historical data and combined with decision support systems, process plan can be generated as close to optimum as possible. 

Decision support systems should be used also in other parts of the supply chain, especially in the resource planning department where they have already proven to be very useful. Connection with databases that collect archieved data enables the experts to use advanced analytics and predictive analytics to predict the behaviour of certain variables in the future. This is useful also in the sales department, but also very useful in the maintenence department where predictive maintenance becomes the most important part of the supply chain. 

Smart products are not only the ones that are considered as smart and multifunctional within the exploatation and use but are also the ones that have ability of self-organization and self-optimization in the supply chain. Smart product has to be created from the very beginging, from the resource (raw material) planning up to the very end of the supply chain - use of the customer. Customer, as the centre of the attention (mass customization [17]), has to be satisfied with the product and every complainment or a suggestion is being recorded in the special databases that every part of the supply chain can see and modify its processes by the information recieved. 

The avilability of data enables to optimize the supply chain and create zero waste and zero inventory level enviromnent [18]. 

On top of all, one of the most important things is the cyber security. Without extremely high level of protection, system can be hacked and destroyed, but the competitors can get and insight into the company's knowledge, intellectual property that is the core of future success [19]. 

Since the importance of certain criteria is not the same in every department, in the every part of the supply chain, criteria for readiness factor calculation are suggested to be divided into groups so the results could be more accurate and also so the what-if analysis can be performed better.

Criteria defined are being grouped to company's departments and final definition is shown below.

MANUFACTURING

Hardware connection

Software connection/data distribution/information transfer
Self-optimization

Simulation and prototyping

Quality control – autonomus and automatised

Predictive analytics

Self-organization

Augumented work

Modularity/flexibility

Use of robots

Modern technologies and tools

Human influence level

Real time data avilability

Decision support systems

Internet infrastructure

Human-robot interraction level

Green production

Sustainbiliy level

Advanced analytics

Cloud stability and capacity for future development

Cyber security

Databases

CAPP

Web application

Human multitasking level

Teamwork

Decentralization

Performace feedback

Zero waste

Product customization

Level of innovation

Smart products

R&D

Hardware connection

Software connection/data distribution/information transfer
Simulation and prototyping

Quality control

Self-organization

Human influence level

Internet infrastructure

Green production

Sustainbiliy level

Education and improvement of human labour

Human development tracking

Teamwork

Performace feedback

Level of innovation

SALES

Hardware connection

Software connection/data distribution/information transport

Self-optimization

Quality control

Predictive analytics

Human influence level

Real time data avilability

Decision support systems

Internet infrastructure

Education and improvement of human labour

Advanced analytics

Cyber security

Web application

Human development tracking

Teamwork

Performace feedback

MARKETING

Hardware connection

Software connection/data distribution/information transport

Quality control

Human influence level

Real time data avilability

Internet infrastructure

Education and improvement of human labour

IT outsourcing level

Cyber secutirty

Automatized Customer service

Human multitasking level

Human development tracking

Teamwork

Decentralization

Performace feedback

Level of innovation

LOGISTICS

Hardware connection

Software connection/data distribution/information transfer
Self-optimization

Simulation and prototyping

Quality control

Predictiv eanalytics

Self-organization

Augumented work

Modularity/flexibility

Use of robots

Modern technologies and tools

Human influence level

Real time data avilability

Internet infrastructure

Human-robot interraction level

Education and improvement of human labour

Advanced analytics

Human multitasking level

Decentralization

Performace feedback

Zero inventory level

Automatized/autonomus inner transport

Level of innovation

Smart products

FINANCE AND ACCOUNTING
Hardware connection

Software connection/data distribution/information transfer
Self-optimization

Predictive analytics

Self-organization

Human influence level

Real time data avilability

Decision support systems

Internet infrastructure

Education and improvement of human labour

Advanced analytics

Cyber secutirty

Web application

HUMAN RESOURCES
Hardware connection

Software connection/data distribution/information transfer
Self-optimization

Decision support systems

Internet infrastructure

Education and improvement of human labour

Human multitasking level

Leadership styles

Human development tracking

Teamwork

Horizontal organizational structure

Performace feedback

MAINTENANCE

Hardware connection

Software connection/data distribution/information transfer
Self-optimization

Simulation and prototyping

Quality control

Predictive analytics

Self-organization

Augumented work

Use of robots

Human influence level

Real time data avilability

Decision support systems

Internet infrastructure

Human-robot interractionlevel

Sustainbility level

Advanced analytics

Cyber secutirty

Web application

Level of innovation
 It can be noticed that groups of criteria defined by departments have certain criteria in common. Mainly that is Hardware and Software connection which shows the importance of those criteria. Also, Manufacturing department has biggest amount of criteria mentioned because structure of Industry 4.0 mostly implies to this department. Also, biggest changes hardware and software-wise must be done in this sector. 
Ths kind of approach must be customized for every single company, because of the differences between the organizational structure. Service-oriented companies demand different structure because lack of the manufacturing component. Criteria in that case are software-oriented with big influence of human knowledge and its use.

3. CRITERIA QUANTIFICATION AND READINESS FACTOR CALCULATION 

The next step is to implement this criteria into the decision support system and final readiness level calculation. But at the very beginning, to eliminate human subjectivity from the process, quantifications must be made. Most of the criteria mentioned are qualitative criteria that can be compared to the ideal situation with subjective estimation of an expert or a group of experts. That is why they must be quantified and compared with model of ideal Industry 4.0 company where everything is already implemented and working. Many criteria, in example like Use Of Robots or Real time data aviability, or Smart products can simply be evalueted by “Yes” or “No” where Yes is 1 and No is 0. This means weather certain form is being already used or not. Since this is not verification of the level by the four industrial revolutions, other quantification methods must be used. 

One of the suggested methods is grading on the numerical scale 1-5 where 1 means – it is not being used at all and 5 – it is being used and fully functioning. Those numerical levels are most common and easly understandable to human nature so that results can be evaluated easily in the very end, so as the future investment plan. 

One of the most common Decision support systems that is used in everyday working enviromnent is AHP method, implemented in Expert Choice software. Comparison of the criteria is done by the Saaty scale with numbers 1-9 where 1 has least importance and 9 has biggest importance. This is also very useable and understandable. This kind of criteria quantification can suite most of the decision support systems.

4. CONCLUSION 

Before implementing drastic changes in company in order to make it suitable for Industry 4.0, readiness level should be calculated. Readiness level can be calculated by help of decision support systems that will enable the user to get result is the company ready for the new concept and how ready it is. This if very helpful to recognize the flaws in the current system, but also it makes further investment plan simple to form. Also, at the very end, it enables what-if analysis to create certain scenarios. Decision support usually functiones on a multi-criteria approach, so before calculation, criteria tree must be formed. In this paper, one of the possible solutions for criteria tree has been shown, with two possible options: first, general option where criteria are being evaluated as average for entire company; second, where criteria are being defined for every department for itself. Second scenario enables expert to see where 

 are the flaws in certain department and where the investment should be made. 
For the future work, those criteria must be once again evaluated and quantified. Further step is the implementation of the criteria in several decision support systems and calculate the level of readiness. Results should be compared and best DSS is to be used in the practical, everyday environment. The advantage of this kind of process is the fact that calculation is being automatized and criteria are being defined customizely for certain company. Also, this can be applicated to service-oriented companies but without manufacturing criteria.When the best DSS is being chosen, this process can be standardized with basic criteria tree mentioned in this paper that is being modified by the demands of certain situations. 
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